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GOVERNMENT OF INDIA
MINISTRY OF RAILWAYS
(RAILWAY BOARD)

No. PC-VII/2025/HRMS/28 New Delhi,
dated: 04.08.2025

Principal Chief Personnel Officer,
All Indian Railways and PUs/CTIs
(As per standard mailing list)

Sub: Advisory regarding fake website resembling IR-
HRMS

Recently reports of certain fake websites resembling that of
Indian Railway HRMS have been received in the office of Railway Board
wherein it has been noted that a number of HRMS beneficiaries have
shared their login credentials (HRMS id and Password) on the said fake
websites.

2. In this context, you are requested to sensitize all the employees
in your Unit to use only the correct URL of HRMS application, which
is: https://hrms.indianrail.gov.in/HRMS for logging into the HRMS
system. No other URL should be used in any circumstance to log into the
HRMS system nor any HRMS related credentials should be shared on any
of the fake site. Meanwhile, a link has been provided on login page of
APAR Module of HRMS, which will take the users to the correct URL of the
HRMS application.

3. Further, as an abundant measure of precaution, the employees
may also be advised to modify their login password to prevent any
misuse

4, This may please be treated as MOST URGENT.

5. This issues with the approval of competent authority.

Digitally signed by
Jaya Kumar G
(JayRak@nidr &-2025
Joint Director, Pay Commissib® 48 HitMS
Railway Board
(e-mail: jaya.kumarg@gov.in)
(Ph: 011-47845125)
Copy to :

1. Dir(Estt) , DS(A) Railway Board for circulation among Railway Board
employees.
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